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Agenda

Missing Certificate Checks

Using Public CAs

Bypassing “Connect to these servers“

Revealing Domain Credentials
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Wardriving
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Missing certificate
checks



Authentication
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Evil Twin / Rogue Access Point
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TTLS / PAP
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MS-CHAP
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Challenge-Resonse (hostapd-wpe)

mschapv2
username : domain.de\username
challenge: e5:cf:89:93:7b:83:d7:ee
response : 93:c9:5a:ec:ca:48...
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crack.sh
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Credentials

username: domain.de\username
NT-Hash : 08869782B4E851F9C42DF6B6A6737913
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Demo...
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Public CAs



Public CA
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Public CA +CommonName
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Public CA +CommonName + Regex
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Public CA +CommonName + Regex

srv1234.admin.local.meis.space 16



Public CA +CommonName + Regex

srv12345.admin.local.meis.space 16



Public CA +CommonName + Regex

srv1234.admin.local.meis.space.smartnoob.de 16



Public CA +CommonName + Regex
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Revealing Domain Credentials on first connect
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Conclusion

Usage of WPA2 Enterprise might reveal domain
credentials

Not limited to wireless network, also on 802.1X

Documentation partly insufficient

Default client behaviour is dangerous

Similar attacks in local network using NTLM
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Further information

https://robin.meis.space/2018/12/17/
wpa2-enterprise-and-common-security-issues/

https://robin.meis.space/2019/06/09/
connect-to-these-servers-peap

https://docs.microsoft.com/en-us/previous-versions/
windows/it-pro/windows-server-2012-r2-and-2012/
hh994701(v%3Dws.11)

https://docs.microsoft.com/en-us/windows-server/
networking/technologies/nps/nps-crp-reg-expressions
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